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*uBeem Bce noBeue BbB BUPTYa/SIHUA CBAT, HO 3aMJ1axMTe 33 HALLATA CUTYPHOCT U
3a HawMTe Napu ca HanbAHO peanHu. Kak ga ce npegnasum ot GpUHAHCOBU
M3MaMM OHNAlH e BbNPOC, KOWTO e OT K/IUY0BO 3HauyeHue 3a BCEKU OT Hac.
OTroBOpP®LT MOKE A HaMepuTe B CbBETUTE, U3TOTBEHU OT €KCMepT Mo OHIANH
CUrypHocT, ¢ Koroto ¢poHaauusa ,MHuumMaTnea 3a puHaHcoBa rpamoTHOCT” pabotu.

KAK [IA CE 3ALLMTUTE OT ONACHOCTW B OHNIAUH NPOCTPAHCTBOTO?

Maponu:

MpenopbynTENHO € Aa ce Bb3abpiKaTte oT
ynoTtpebaTta Ha IMYHA MHPOPMaLMA KaTo
cO6CTBEHOTO MMe, Bb3PacT UM AaTa Ha parkaaHe,
KaKTO M Te€3Un Ha 6AU3KM, POAHWUHM WA SOMALLHK
nobumum — moxke aa 6bae otraTHaTa 6e3 ocobeHo
ycunme.

M3bsrsaiite ynotpebarta Ha nocsenoBaTenHu
KnaBuLwWwm KaTo qwerty unu asdfg.

He nonsgaiite eaHa v Cblua Naposia 3a BCUMYKO.
CMeHANTe A NepuognyHo, HaNnpMMep BeAHBXK Ha 6
meceLa.

He e »enatesiHo NONb/ABAHETO Ha Napo/M npes
Ny6ANYHM UM YyXKAM YCTPOICTBA, HA4
KOWUTO HAMATE KOHTPO.

YBepeTe ce, Ye HUKOMI He rnesa AoKaTo
nuwere.

BuHarv 3akatouBaiTe/pasnorsaire
YCTPOMCTBOTO CM aKO IO OCTaBATE B
NPUCHCTBME HA TPETU ML — NaposaTa
MOXe Aa 6be oTKpagHaTa unu
CMeHeHa Camo 3a Mur.

He s cnogensiiTe ¢ HUKOroO.
M3non3BaiiTe noHe 8 3HaKa KaTo BK/IKOYUTE rONEMU U
Manku BYKBU, YNCA ¥ CUMBOAU, 33 @ YCIOKHUTE
oTraTBaHeTo i.

Mpumep 3a CNOXKHA Napona, KOATO Ce MOMHU IECHO
61 6un: lam:)2b29!, KoeTo 3HauM pagBam ce Aa Cbm
Ha 29.

[pyr neceH 3a nomHeHe BapuaHT 6u 6un: %tghHU8*
, pocneseTe CMMBOIUTE HA KNaBMaTypaTa cu —
dopMmMpaT NaTUHCKOTO V, NePUOAMYHO CMeHANTe
dopmmpaHaTa 6yKBa, 3a Aa NPOMEHUTE M NaposiaTa
.

B cnyyait, Ha CbMHEHME 3a U3TUYAHE Ha INYHA
nHbopmaumsa, HesabaBHO CMeHeTe naposuTe 3a
[0CTbN [0 3acerHaTuTe pecypeu.

i o
whrbodeiiw

AKo nonisBaTe copTyepeH MeHUAXKBbP 33 Naponu, no-
nobpe aa e odpnaitH.

O6HoBneHus (bnaenTu):

BuHarv npunaraiite Haii-HoBUTe 06HOBNEHMSA 33
onepawLyMoHHaTa CUCTEMA, Thii KaTo YecTo LenTa Um e
[la OCUTypAT 3aLLUmMTa CpeLly HOBO-PasKpUTH
codTyepHu cnabocu. Hactpoitte rpaduk 3a
aBTOMAaTUUYHOTO UM MHCTaAMPaAHE, 33 ia CTe CUTYPHMU,
Ye He rv nponyckare.

CbLLOTO BaXKM 32 MOBUAHUTE YCTPOMCTBA,
anavKauymuTe, KOUTO MO03BATE, KAKTO U
aHTUBUPYCHUTE peLleHus.

AHTU-BUpYCeH codTyep:

V' KyneTe, uHcTanupaiite, pefoBHO
obHoBABalTE U NOAABPIKANTE AaHTU-BUPYCHO
peLleHue Ha BCAKO €f1HO OT yCTpOMcTBaTa,
M3M0/13BaHM 3a CbpdUpaHe B UHTEPHET.

v/ HanpaseTe rpadmK Ha peOBHO
CKaHWpaHe 3a 3annaxu u crefeTe 3a
M3MbIHEHEHUETO U Pe3yaTaTuTe My.

He 6pay3BaiiTe B MHTepHeT 6e3 3aluuTa.
ObpbLyaiiTe BHUMaHUE Ha HOTUUKALMUTE OT aHTU-
BMpYCHaTa nporpama.

Cnepete 3a HETUMUYHO NOBeAEHWe Ha YCTPOMUCTBOTO
BU WM CaliTOBETE U an/iMKaLumTe, KOMTO Non3sare.
HAKOM OT Hali-[06pUTEe NPOU3BOAUTENN BKIIOYBAT:
Kaspersky, Intel Security (McAfee), Symantec, ESET
NOD32, AVG, Sophos, Avira, Avast, bitdefender.
Ransomfree by Cybereason 6e3nnatHo pelueHue 3a
60pba c KpUNTMPALLU BUPYCHU.

Bpay3bp 406aBKM, KOUTO e BU MOMOrHaT B
pasno3HaBaHeTo Ha onacHwu caiToBse 1 dalinose,
BkatousaT: Norton Safe Web, Avast! Online Security,
BitDefender TrafficLight. Moaabpkat ce oT noseyeTo
MoZepHU Bpaysbpy.
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CUIYPHOCT NPU OHNAWH NNALLAHUA

v' He npegocTasaiite iMuHa unn 6aHKoBa MHGOPMaLMA BbB GOPMU 3a BepUbMKALIMA Ha aKayHT, NOABUAK ce Cnes, Ha NPbB
norneA, HeycrnewleH OnuT 3a IorsaHe.

v" AKO e Bb3MOXHO OTAe/eTe yCTPOCTBO 3a Lie/IMTe Ha OH1aliH 6aHKMPaHEeTo 1 U3Mo/I3BaliTe Camo Hero.

v’ AnTepHaTMBHO, NO/A3BaliTe pas/iMyeH, No-3aluTeH 6pay3bp 3a oHNalH 6aHKMpaHe v nasapysaHe KaTo Epic privacy
browser; Comodo Ice Dragon browser; Tor; Dooble; Avira Scout; Microsoft Edge.

v" He npaseTe KakBUTO v Aa 61MN0 GMHAHCOBM TPaH3aKLMM, aKOo BPb3KaTa He e curypHa. Tosa moske Aa 6bae necHo
NpPoBepPEeHO C NPUCHCTBMETO Ha 3€1eHO KaTUHApUe OTAABO H a a4pechbT B aApecHaTa JIeHTa WU Ha/IMuMeTO Ha NpedUKcHbT
»https”“.

v" AKO e Bb3MOXHO M0A3BalTe KpeauTHa BMeTo AebWTHa KapTa: NPeayMCTBOTO I €, Ye N0 HUKaKbB HauuH He e 06Bbp3aHa
CbC Ha/JIMYHA CYMa B CMeTKaTa BU.

v' Tomucnete 3a ynoTpebaTa Ha pa3nialiatenHy noptanu Kato PayPal, Tbit KaTo B HUTO eAMH MOMEHT Mo Bpeme Ha
TPaH3aKUMATA He BbBeXKAATE MHPOPMALLMA 32 KAapTU U Npoymre.

v' BHumaBaiiTe c ,TBbpAe A06pK, 3a Aa ca UcTMHa” odepTu.

v' TpuabpsKaiite ce KbM yTBbPAEHU NPOU3BOANUTENN C A0Bpa penyTauus.

v" He npaseTe ¢pMHAHCOBM TPaH3aKLMK, aKO CTE 3aKadeHM KbM Ny6ANYHA UK He3aWMTEHa MPesKa: MHOTO My6IMYHN Mpesn
ca CUHO YA3BMMMU M IeCHU 33 aTaka. KoraTo e ycrewHa, U3BbPLUIMTENAT MOXKEe 4@ MHCMEKTMPA LLeNUAT NoTpebuTenckm
TpaduK, KOUTO MMHABa NPE3 MpeKaTa U Taka Aa ce caobue ¢ YyBCTBUTENHA MHOOPMaLWA. M3noN3BaiiTe MHTEPHET NiaHa
Ha TenedoHa cu.

3/10BPEAHU MEMANU/YAT CbOBLLEHUA U COLUUANTHU MPEXU

v' . 06bpHeTe BHYMaHMe Ha 06pbLLEeHMETO: CbobLLEHNETO aApecupaHo n e Ao HeaceH “Ckbn KNMeHT” naun ,YBarkaemu rocnoxm u
rcnoga“? Ako aa, 6baeTe Halwpek, KOMNaHUMTe OBUKHOBEHO ce 06PbLLAT KbM KIMEHTUTE CU IMYHO.

v' He usgasaiite uyBcTBUTEIHA MHOOPMALIMA: GaHKM U NETMTUMHU KOMMaHUM He 61Xa N3UCKaamM OT Bac MHGOPMaLMa KaTo Homep
Ha KpeauTHa KapTa no e-men.

v' AKO MMaTe ApYr KOHTAKT Ha INLLETO, 33 KOETO OTCpeLyHaTa CTpaHa Ce NpeACTass, KaTto pasnudeH e-meln unv TesepoHeH Homep,
CBbPIKETE CE U Ce YBEpeTe, Ye UMEHHO Te B NuLLaT.

v' Tnepaiite, HO He KAMKalTe: 3aApbKTe MULLKaTa BbpXy 6bp3aTa BPb3Ka M ce yBepeTe, e HAMa pasMMHaBaHKA B caiiToseTe. AKo
afpechT U3rNexaa CTPaHHO He ro oTBapAiiTe.

v" TposepeTe 3a NPaBOMUCHU FPELLKM: KOMNaHUUTE 0BMKHOBEHO Ce OTHACAT A0CTa CEPUO3HO KbM e-Meli KopecnoHaeHUMATa.
JlerntTumHmTe BU3HECU PALKO AOMYCKAT MPABOMUCHM FPELLKN. YeTeTe BHUMATENHO.

v' BbaeTe HalpeK 3a 3an/1allMTeNeH e31K M KaTo LA/0 3a Cb34a/10 Ce yCellaHe 3a CNeWwHOCT: BMEHABAHETO My e 06uyaeH GULLIKNHT
noxBaT, 33 Aa BM NOATUKHE KbM HeobMUCeHO AelicTBre. He ce xBallaiiTe Ha CbobLLEeHUA TBbPAALLM, Ye aKayHTbT BU Lie 6bae
U3TPUT, aKO HE NOTBbPAMUTE INYHUTE CU AaHHM, Ye € MMaN0 HEOTOPM3MPaH OMNUT 33 AOCTHLMN UK Ye CTe NPEXBLPANUAN NNMUTBLT
my. NbpBo npoBepeTe dpakTUTE.

v' Pasrnepaiite nognuca. Jiuncata Ha KOHTaKTHa MHGOPMaLMA Ha Kpas Ha MMCMOTO MOSKE Aa € MHAMKALMA 33 GULIMHT OMUT.

v" He oTBapsaiiTe NpuKayeHn Gpainose OT CbMHUTENHM CbOBLLEHNA.

v\ OTHacsiiTe ce CKeNnTUYHO KbM HOBM, HEMO3HATV NOC/eA0BATENM UM NMOKaHW 3a NPUATEICTBO. AKO C/ly4aeH HOBEK BM Nocnessa
WK NPaTU NOKaHa 3a NPUATENCTBO HE OTTOBAp AMTE CbC CbLLLOTO aBTOMATUYHO . Pasriesalite TyuTOBETE U MOCTOBETE MY.
MpenpaLiaT im CbabpKaHMe, KOEOTO M3rIeXKAa KaTo cnam? AKO fa, Hall-BepoATHO ca 6OTOBE, YUMETO NPUATESICTBO HE BU €
HYXHO.

v’ Curnanusmpaiite! MonagHanu cTe Ha Kaun ¢ Hacuame? HesabaBaHo yBefoMeTe OTOrOBOPHUTE LA Ha CbOTBETHATa CouManHa
Mpeska. MonyyasaTte CbobLLEHMSA CbC CTPAHHO U3MNEKAALLMTE IMHKOBE OT Ballm Npuatenu? Mpu nbpea Bb3MOXKHOCT C CBbpIKETE
C TAX N0 aNTepPHATUBEH HAYMH U UM KaskeTe 3a C/ly4BaLLoTo ce.

BHUMATENIHO C MOBUNTHUTE YCTPOMCTBA!

v' He pobaBsaiiTe NpUAOXKEHWA OT pasandHK OT obMUMaNHUTE MecTa 3a Tasu uen — google play store uaw itunes.

v' O6pbluaiiTe BHMMaHMe Ha NpaBaTa, KOUTO NPUIOXKEHNATA UCKaT.

v' Bb3gbpiKaliTe ce OT ,pyTBaHe” Ha TesnedpoHUTE C1 — PyTHATUTE YCTPOICTBA Ca NO-NOAAT/IMBYM Ha aTaku, a U HapyluasaTe
rapaHumaTa um.

v' ToaabpxaliTe akTyaneH CANCHK C NPUAOKEHMA 1 MaXaiiTe BCUYKO HEHYKHO.

v" WHcTanupaiite aHTU-BUpPYCeH codTyep.

v' 3aknioysaiite ekpaHa.

v' W3nonseaiiTe aniMKauma 3a OTAaNeYeHO U3TPUBaHEe/3aKNiouBaHe, B Cyyail, Ye YCTPOICTBOTO BM 6bae OTKPaAHOTO MK

3arybeHo, Hanpumep android device manager nau iCloud ekBUBaNeHTLT my.
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